ARDEN KENDALL

CHARTERED CERTIFIED ACCOUNTANTS

Privacy Policy

Purpose

This Policy outlines the data protection policies and procedures we have adopted and to which we
abide to ensure we are GDPR compliant. The purpose of this Policy and any other documents
referred toin it, is to clearly list and identify the legal requirements, procedures and rights which must
be established when we obtain, process, transfer and/or store your personal data. This Policy will
assist you in understanding the obligations, responsibilities and rights which arise from the Data
Protection Laws.

Introduction

At Arden Kendall Ltd, we are committed to protecting your privacy. This Policy explains when and why
we collect personal information about people with whom we work, how we use it, the conditions
under which we may disclose it to others and how we keep it secure. It applies to information we
collect about:

«  people who use our services;

+ jobapplicants and our current and former employees;
« visitors to our websites;

« and otherindividuals with whom we communicate.

We regard the lawful and correct treatment of personal information as integral to successful
operation and to maintaining the confidence of the people we work and communicate with. To this
end we fully endorse and adhere to the principles of the relevant Laws.

We are registered as a Data Controller on the Register kept by the Information Commissioner’s Office.

Any questions regarding this Policy and our privacy practices should be sent to the contact
information provided at the end of this Policy.

Please be aware that, in all circumstance, we will never collect sensitive information about you
without your explicit consent. The personal information which we hold will be held securely in
accordance with our internal security policy and the law. If we intend to transfer your information
outside the EEA (European Economic Area) we will always obtain your consent first.
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When you visit our website

When someone visits http://www.ardenkendall.co.uk/ we use a third party service, Google Analytics,
to collect standard internet log information and details of visitor behaviour patterns. We do this to
find out things such as the number of visitors to the various parts of the site. This information is only
processed in a way which does not identify anyone. We do not make, and do not allow Google to
make, any attempt to find out the identities of those visiting our website.

When you email us

Any email sent to us, including any attachments, may be monitored and used by us for reasons of
security and for monitoring compliance with office policy. Email monitoring or blocking software may
also be used. Please be aware that you have a responsibility to ensure that any email you send to us is
within the bounds of the law.

When you enquire with us or make a complaint

When enquiries are submitted to us we will only use the information supplied to enable us to deal
with the enquiry itself.

When we receive a complaint from a person we make up a file containing the details of the complaint.
This normally contains the identity of the complainant and any other individuals involved in the
complaint. We will only use the personal information we collect to process the complaint itself.

We will keep personal information contained in complaint files in line with our retention policy. It will
be retained in a secure environment and access to it will be restricted according to the ‘need to know’
principle.

When you use our services
Arden Kendall Ltd offers various business services.

We will only collect and process your Personal Data to the extent that it is needed to fulfil our
operational and contractual needs or to comply with any legal requirements. We have to collect and
hold the details of the people who have requested the service in order to provide it. However, we only
use these details to provide the service the person has requested and for other closely related
purposes. For example, we might use information about people who have subscribed to any of our
services to carry out a survey to find out if they are happy with the level of service they received.

We shall access and use your Personal Data in accordance with your instructions and as is reasonably
necessary:

« tofulfil our contractual obligations and responsibilities to you;

« toprovide, maintain and improve our contracted service with you;

« ifweintend to use your personal data for the advertising and marketing of our services and/or
the services of our affiliates. We shall seek your separate express consent and you are entitled
to opt out of these services at any time;

« torespond to your requests, queries and problems;
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« toinformyou about any changes to our services and related notices, such as security and
fraud notices.

When you are employed by us

When individuals apply to work at Arden Kendall Ltd, we will only use the information they supply to
us to process their application and to prove their right to work in the UK.

Where we want to disclose information to a third party, for example where we want to take up a
reference or obtain a ‘disclosure’ from the Criminal Records Bureau we will not do so without
informing them beforehand unless the disclosure is required by law.

Once a person has taken up employment with Arden Kendall Ltd, we will compile a file relating to
their employment. The information contained in this will be kept secure and will only be used for
purposes directly relevant to that person’s employment. Once their employment with Arden Kendall
Ltd has ended, we will retain the file in accordance with the requirements of our retention schedule
and then delete it.

There are also circumstances where we can pass on personal data without consent, for example; to
prevent and detect crime and to produce anonymised statistics.

How you can access and update your information

Arden Kendall Ltd tries to be as open as it can be in terms of giving people access to their personal
information. You are entitled to request access to your personal data unless providing a copy would
adversely affect the rights and freedoms of others. Individuals can find out if we hold any personal
information by making a ‘subject access request’ under the General Data Protection Regulation.

If we do hold information about you, we will:

« giveyou adescription of it;

« tell you why we are holding it;

« tellyouwho it could be disclosed to; and

+ letyou have a copy of the information in an intelligible form.

To make a request to Arden Kendall Ltd for any personal information we may hold about you, you
need to put the request in writing and address it to us at the address provided below or email us. You
may also telephone us, but we may suggest that you put your request in writing to assist us in
establishing your identity. When responding to written requests Personal Data will only be disclosed if
we can confirm your identity and/or sufficient supporting evidence is provided by you to establish
your identity. These procedures are to ensure that the data is only given to a person who is entitled to
receive it.

If you agree, we will try to deal with your request informally, for example by providing you with the
specificinformation you need over the telephone.

If we do hold information about you, you can ask us to correct, update, amend, or remove it without
undue delay.

Arden Kendall Limited. Registered Office: 38 High Street, Watton, Norfolk IP25 6AE. Registered in England and Wales No. 04965016



Once receiving a request to remove your data we must erase your Personal Data without delay, unless
an exception applies that permits us to continue processing your data.

Details of such exceptions are contained in the Enactments and include situations where we might
need to retain the information to carry out our official duties and/or comply with legal obligations
and/or for the establishment of exercising or defending legal claims, oritis in the public interest to
retain your Personal Data.

Who has access to your information?
We will not sell or rent your information to third parties.
We will not share your information with third parties for marketing purposes.

There are times when we may need to share your Personal Data with third parties. For example, in the
course of us fulfilling our role as your Accountant or Payroll Provider or for the purposes of completing
tasks and providing services to you on our behalf (for example processing payments and send you
mailings) it will be necessary for us to disclose your Personal Data (which include, but are not limited
to):

« with certain bodies to fulfil our contract with you, such as your suppliers, contractors and sub-
contractors, HMRC, ICB and other governmental, regulatory bodies.

« with software providers to process electronic data, including personal data, such as Calcpay,
Sage, Quickbooks, Xero etc. Our software providers state that they are GDPR compliant
and/or apply equivalent/adequate safeguards.

« ifweareunderaduty to disclose or share your Personal Data in order to comply with any
legal obligation, lawful requests, court orders and legal process.

« To protect our rights, property, or safety and that of our employees, members, or others, in
the course of investigating and preventing money laundering and fraud.

When we use third party service providers, we disclose only the personal information that is necessary
to deliver the service.

There are also circumstances where we can pass on personal data without consent, for example; to
prevent and detect crime and to produce anonymised statistics.

We use secure external servers to process/store our electronic records, including your Personal Data
which are maintained by A& T Computers Ltd.

We will not release your information to third parties for them to use for their own direct marketing
purposes, unless you have requested us to do so, or we are required to do so by law, for example, by a
court order or for the purposes of prevention of fraud or other crime and to produce anonymised
statistics.

Transferring your Personal Data out of the EEA

We shall only transfer any Personal Data we hold to a country outside the European Economic Area
("EEA"), if one of the following conditions applies:
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«  The country to which your Personal Data shall be transferred ensures an adequate level of
protection and can ensure your legal rights and freedoms.

« You have given your consent that your Personal Data is transferred.

« Thetransferis necessary for one of the reasons set out in the Enactments, including the
performance of a contract between you and us, or to protect your vital interests.

« Thetransferis legally required on important public interest grounds or for the establishment,
exercise, or defence of legal claims.

«  Thetransferis authorised by the ICO and we have received evidence of adequate safeguards
being in place regarding the protection of your privacy, your fundamental rights, and
freedoms, and which allow your rights to be exercised.

The Personal data we hold may also be processed by staff operating outside the EEA who work for us
or for one of our suppliers. Those Data Users may be engaged in, among other things, the fulfilment of
contracts with you, such as the processing of payment details and/or the provision of support
services.

Your choices

You may opt out of receiving promotional communications from Arden Kendall Ltd by emailing us to
have your contact information removed from our promotional email list or registration database.

Although opt-out requests are usually processed immediately, please allow ten (10) business days for
aremoval request to be processed. Even after you opt out from receiving promotional messages from
us, you may continue to receive relevant messages concerning any contracted service you have in
place with us.

Our policy towards children

Arden Kendall Ltd services are not directed to individuals under 13. We do not knowingly collect
Personal Information from children under 13. If we become aware that a child under 13 has provided
us with Personal Information, we will take steps to delete such information. If you become aware that
a child has provided us with Personal Information, please contact us.

Data storage, tra nsfer and security

Arden Kendall Ltd takes security seriously. We take various steps to protect information you provide
to us from loss, misuse, and unauthorised access or disclosure. These steps take into account the
sensitivity of the information we collect, process and store, and the current state of technology.

Arden Kendall Ltd hosts data with hosting service providers within the EEA. The servers on which
Personal Information is stored are kept in a controlled environment.

Our employees and contracted personnel are bound to our privacy policies, procedures and
technologies which maintain the security of all your Personal Data from the point of collection to the
point of destruction:
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«  We maintain data security by protecting the confidentiality, integrity and availability of your
Personal Data. We ensure that the only people authorised to use your personal data can
accessiit.

«  Weensure your Personal Data is accurate and suitable for the purpose for which it is
processed.

We shall take appropriate security measures against unlawful and/or unauthorised processing of
personal data, and against the accidental loss of, or damage to, your Personal Data.

Where we have given (or where you have chosen) a password which enables you to access certain
parts of our websites, you are responsible for keeping this password confidential. We ask you not to
share your password with anyone.

Use of cookies

You can read more about how we use cookies in our Cookie Policy.

Links to other websites

This Policy does not cover the links within our website linking to other websites. If you submit
Personal Information to any of those sites, your information is governed by their privacy policies. We
encourage you to carefully read the privacy policy of any website you visit.

Complaints or queries and How to Contact Us

Arden Kendall Ltd tries to meet the highest standards when collecting and using personal
information. For this reason, we take any complaints we receive about this very seriously. We
encourage people to bring it to our attention if they think that our collection or use of information is
unfair, misleading or inappropriate. We would also welcome any suggestions for improving our
procedures.

If you feel that your questions or concerns regarding your Personal Data have not been dealt with
adequately or that your request has not been fulfilled by us, you can use our complaints procedure,
by writing to us or emailing us:

Arden Kendall Ltd, 38 High Street, Watton, Thetford, Norfolk IP25 6AE robertk@ardenkendall.co.uk

If, at the conclusion of our complaints procedure you do not feel that we have adequately dealt with
your complaint you may make a complaint directly to ICO: Information Commissioner's Office,
Wycliffe House, Water Lane, Wilmslow Cheshire SK9 5AF (Tel: 0303 123 1113) (email.
casework@ico.org.uk).

Changes to our Data Protection Policy

We keep our privacy policy under regular review and reserve the right to amend and update the policy
as required. Where appropriate, we will notify you of those changes by mail, email and/or by placing
an updated version of the policy on our website.

Review date May 2018
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